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• BitCurator at Duke

Image: “Chalk” outline, 2009. Photographer, Erica 
Cherup. Source Flickr. License: cc-by-nd

https://flic.kr/p/6v6wYU
https://creativecommons.org/licenses/by-nd/2.0/legalcode




Who we are and what we collect

Image: General Library Exterior, before 1948. Source: Duke University Archives. License: cc-by-nc-sa.

https://creativecommons.org/licenses/by-nc-sa/2.0/legalcode


Digital Forensics, inadequately

Image: Basic Forensic Imaging Kit. John Crel, photographer. Source: Flickr. License: cc-by-nd.

https://www.flickr.com/photos/joncrel/6285426467/
https://creativecommons.org/licenses/by-nd/2.0/legalcode


Boring, 
definition part I

• Academic definition of digital 
forensics:
– “The use of scientifically 

derived methods toward the 
preservation, collection, 
validation, identification, 
analysis, interpretation, 
documentation, and 
presentation of digital evidence 
for the purpose of 
reconstructing events found to 
be criminal.”

• Highlights
– Criminal and legal audiences
– Many digital preservation 

concepts

Image: Image from Page 41 of DEC Terminal Manual, 
1982. Source: Internet Archive, Flickr Commons.

https://flic.kr/p/odPzdv


Boring 
definition part II

• Disk Image
• Filesystem v. 

Operating System
• Bit stream
• Hex code
• Fixity

Image: Image from Page 41 of DEC Terminal Manual, 
1982. Source: Internet Archive, Flickr Commons.

https://flic.kr/p/odPzdv


What I talk about when I talk about digital forensics

Mapping forensic methods to archival practice
Image by Jorgen Stamp. Source: Digital Bevaring. License: cc-by-2.5-dk.

http://digitalbevaring.dk/about-us/
http://creativecommons.org/licenses/by/2.5/dk/


• Capture materials at 
lowest possible level

• Original order of files on 
media

• Establish fingerprint, 
monitor over time

• Document physical 
context

• Create access and 
preservation copies

Acquisition: 
physical control

Images: (top) Porter Olsen, photographer. Source: 
BitCurator Facebook Group.
(bottom) SA175 Port Lincoln Library digitisation
project, 2013. Source: Flickr. License: cc-by-nc-nd-
2.0.

https://www.facebook.com/groups/591950867494853/?fref=nf
https://flic.kr/p/dK54fJ
https://creativecommons.org/licenses/by-nc-nd/2.0/legalcode


• Be aware of time 
bombs: scan for 
SEI, PII, viruses at 
scale

• Generate lists of 
contents, file 
extensions

• Extract filesystem-
level metadata

• Document internal 
context

Acquisition: intellectual control

Image by Jorgen Stamp. Source: Digital 
Bevaring. License: cc-by-2.5-dk.

http://digitalbevaring.dk/about-us/
http://creativecommons.org/licenses/by/2.5/dk/


Appraisal

• Mount, view contents 
from obsolete media, 
systems

• Fuzzy hashing 
techniques to help 
address duplication

Image by Jorgen Stamp. Source: Digital Bevaring. 
License: cc-by-2.5-dk.

http://digitalbevaring.dk/about-us/
http://creativecommons.org/licenses/by/2.5/dk/


Arrangement, 
Description

• Abstract groups of 
digital files for 
description 

• Supports MPLP-like 
arrangement

• Export contents for 
more complex 
arrangements

• Granular filesystem
metadata for creation, 
modified dates

Image: IBM/Tabulating Machine Co. Organization Chart. 
Photographer, Marcin Wichary. Source:Flickr. License: 
cc-by-2.0.

https://flic.kr/p/4Afw4m
https://creativecommons.org/licenses/by/2.0/


Access

• Mounting disk images 
in the reading room

• Document creator’s 
computer environment

• Experiments with 
browsing disk image 
via browser

• Facilitates experiments 
with emulation

Image: Places of Invention, National Museum of 
American History. Photographer, Blake Patterson. 
Source: Flickr. License: cc-by-2.0.

https://flic.kr/p/vJz2TF
https://creativecommons.org/licenses/by/2.0/


Where to learn more about DF

• SAA Digital Forensics workshops
– Fundamentals
– Advanced

• Gengenbach, Martin J. (2012) The way we do it here: 
Mapping digital forensics workflows in collecting 
institutions. Masters paper, UNC-Chapel Hill. Link

• CLIR report
– Digital Forensics and Born-Digital Content in Cultural Heritage 

Repositories (2010)
– Born-Digital: Guidelines for Donors, Dealers, and Archival 

Repositories (2013)
• BitCurator white papers

– From Bitstreams to Heritage (2013)
– From Code to Community (2014)

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://www.clir.org/pubs/abstract/reports/pub149
http://www.clir.org/pubs/reports/pub159/pub159.pdf
http://www.bitcurator.net/wp-content/uploads/2013/11/bitstreams-to-heritage.pdf
http://www.bitcurator.net/wp-content/uploads/2014/11/code-to-community.pdf


BitCurator Overview

Image: General Library Exterior, before 1948. Source: Duke University Archives. License: cc-by-nc-sa.

https://creativecommons.org/licenses/by-nc-sa/2.0/legalcode


Desktop Overview



Imaging Tools

Default: Guymager Alternatives: CLI tools



Guymager
example I

• Create image 
dialogue



Guymager Example II

View attached devices Progress updates



Forensics Tools



bulk_extractor
and Viewer

caption



bulk_extractor’s output



fiwalk

• Filesystem metadata
• Previously 

command-line only
• Default outputs to 

DFXML



fiwalk converted

Spreadsheet transformation



Reporting Tool and outputs I



Reporting Tool and outputs II

BitCurator Disk Image Access tool

• Maps features ID’d by bulk_extractor to specific files, 
where possible

• Reports which features apply to files and which do 
not



Reporting Tool and outputs III

Image: Analog Computer, ca. 1950. San Diego Air 
and Space Museum Archive via Flickr Commons.

Image: Journalist Lucy Morgan, ca. 1985. Florida 
Memory via Flickr Commons.

http://www.flickr.com/photos/49487266@N07/5018415361/in/photolist-8DsG3M-8DsG48-8DvPeQ-8DvPdY-8DvPiw-8DsGSK-8DsGUx-8DvPjA-8DsGTK-8DsHCr-bDuoe7-do6Ecy-5q8B3g-5qcRK3-7JhNt6-75AgUQ-dWkMGn-75wq9B-9qQhnH-5tRxQr-7DciyW-75wpJV-bcmmHr-cu7K8f-brSvCA-bUzBPA-8wBSHJ-73W1eB-4juMUn-bTbTFF-bUzA79-bUzCjq-bUy2Zf-bTbTnV-bTbTwv-bEh9Lj-bTbTAX-bTbTiZ-8pheRV-91XpKM-4jCHz5-782om5-dWrkiU-8wyRZB-cuFQYq-4jyFhG-cuFRsw-cE7acq-9s2rCL-cA7iYE-cGwSTs
http://www.flickr.com/photos/31846825@N04/7026619371/in/photolist-bGVg8R-6QFPKt-4idByJ-5qkBqr-4jCFZC-aobjqr-7ouWne-eV9Ui6-5BLShY-afmsBr-7ouWiR-apGHDU-5TJoyH-4ju5HR-65uQgs-4jyDtK-7zbidm-4icwKU-5TMG2h-deg8Q8-5jWDQ7-8phf1c-6a8SAe-4jCnfu-dV37Bc-8ajvxF-adRUsw-aD5xXz-aFALZF-aFASxT-aPnL3n-aPnU6H-aPnSPe-aPnQdB-aPnR8i-aPnUKk-aPnNya-aPnRXP-4y9osi-4jyrXi-aPnWai-aPnN14-aPnMuc-aPnVHp-aPnWVi-aPnPRR-aPnV64-aPnWCK-aPnNjM-aPnLXK-aPnKpB


Disk Image Access tools I

BitCurator Disk Image Access tool



Disk Image Access tools II

HFS Explorer



De-duplication, file similarity

• Hashing, fuzzy hashing techniques
• FSlint
• sdhash, ssdeep



Additional tools



• Pros
– Update with each new 

release quickly
– Distribute amongst staff

• Cons
– VirtualBox, VMware 

support issues
– Resource sharing
– Virtualized storage

Decision points: VM or Native OS?

• Pros
– Run forensic processes 

more efficiently
– Less virtualized storage

• Cons
– Linux learning curve
– Support at your 

institution
– Likely that BC can’t do 

everything you want

VM Native OS



Decision points: Which tools to use?



Specific Uses at Duke

Image: General Library Exterior, before 1948. Source: Duke University Archives. License: cc-by-nc-sa.

https://creativecommons.org/licenses/by-nc-sa/2.0/legalcode


Acquisitions: 
Imaging

• Decide per collection, 
Windows or BC for 
imaging

• Question: who is 
doing the imaging?

• Floppies—Windows
• Most everything 

else—BC 

Image: So Many Thumb Drives, 2013. Photographer, Mark 
Wilson. Source Flickr. License: cc-by-2.0.

https://flic.kr/p/e6f4Jm
https://creativecommons.org/licenses/by/2.0/


Acquisitions: 
Basic Reporting

• Script to mount disk 
image, create 
directory printout, run 
virus scan, create 
fuzzy hashes

• bulk_extractor for 
sensitive content



Analysis for 
Arrangement and 

Description

• Fiwalk reports 
• FITS
• Disk image mounting



Creation of 
Copies

• Disk image access 
tools to create access 
sets

• Export subsets for 
more complex 
arrangements

Image: Day 301: Right to the Point, 2013. Photographer, 
Quinn Dombrowski. Source: Flickr. License: cc-by-sa-2.0.

https://flic.kr/p/h4VwhW
https://creativecommons.org/licenses/by-sa/2.0/


Future Steps

• Further work on 
similarity automation

• Leverage DFXML for 
other systems

• Expand use to other 
members of TS

Image: Metadata is a love note to the future, 2012. 
Source: Flickr. License: cc-by-2.0.

https://flic.kr/p/digHTN
https://creativecommons.org/licenses/by/2.0/


Current Membership
• British Library
• Duke University
• Emory University 
• Harvard University
• Maryland Institute for Technology in the Humanities
• Massachusetts Institute for Technology
• New York University
• School of Information & Library Science, UNC-CH
• Princeton University
• Stanford University
• University of Maryland Libraries
• University of Virginia 
• McMaster University
• Northwestern University
• Texas State Libraries and Archives Commission
• University of Colorado Boulder 
• University of Manchester
• Yale University
• Penn State University

Recent News and Plans
• August 2015: Consortium 

Manager will join
• FY2016: Formalize the BCC Help 

Desk
• Fall 2015: launch BCC website

– Workflow exchange
– Script repository

• Fall-Winter 2015: compiling, 
documenting workflows

• January 2016: 2nd Annual 
BitCurator User Forum, UNC-
Chapel Hill



Thanks!

Matthew Farrell
matthew.j.farrell@duke.edu

@laissezfarrell
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