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Many information professionals know 

how to process this stuff:

Source: The Processing Table: Reflections on a manuscripts internship at the Lilly Library. 

https://processingtable.wordpress.com/tag/archival-processing/
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How about processing this stuff?

Source: Digital Forensics and creation of a narrative. Da 

Blog: ULCC Digital Archives Blog. 

http://dablog.ulcc.ac.uk/2011/07/04/forensics/
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Same Goals as When Acquiring 

Analog Materials

ÂEnsure integrity of materials

ÂAllow users to make sense of materials 

and understand their context

ÂPrevent inadvertent disclosure of sensitive 

data
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Same Fundamental Archival Principles Apply

Provenance ÅReflect ñlife historyò of records

ÅRecords from a common origin or source should 

be managed together as an aggregate unit

Original Order Organize and manage records in ways that reflect 

their arrangement within the creation/use 

environment

Chain of 

Custody

ÅñSuccession of offices or persons who have held 

materials from the moment they were createdò1

Å Ideal recordkeeping systemwould provide ñan 

unblemished line of responsible custodyò2

1. Pearce-Moses, Richard. A Glossary of Archival and Records Terminology. Chicago, IL: Society of American 

Archivists, 2005.

2. Hilary Jenkinson, A Manual of Archive Administration: Including the Problems of War Archives and Archive 

Making (Oxford: Clarendon Press, 1922), 11. 5



But you might need some of this stuff:
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ÂArchivists are often responsible for 

acquiring or helping others access 

materials on removable storage media

Â Information is often not packaged nor 

described as one would hope

Â Information professionals must extract 

whatever useful information resides on the 

medium, while avoiding the accidental 

alteration of data or metadata

Motivation
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Digital Forensics Can Help Archivists to Fulfill their 

Principles

Provenance ÅIdentify, extract and save essential information 

about context of creation

Original Order Å Reflect original folder structures, files associations, 

related applications and user accounts

Chain of 

Custody

Å Documentation of how records were acquired and 

any transformations to them

Å Use well-established hardware and software 

mechanisms to ensure that data havenôt been 

changed inadvertently

Identifying

Sensitive 

Information

Å Identify personally identifying information, 

regardless of where it appears

Å Flag for removal, redaction, closure or restriction
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http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf 9

http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf


Level Label Explanation

8 Aggregation of objects Set of objects that form an aggregation that is meaningful 

encountered as an entity

7 Object or package Object composed of multiple files, each of which could also 

be encountered as individual files

6 In-application rendering As rendered and encountered within a specific application

5 File through filesystem Files encountered as discrete set of items with associate 

paths and file names

4 File as ñrawò bitstreamBitstream encountered as a continuous series of binary 

values

3 Sub-file data structure Discrete ñchunkò of data that is part of a larger file

2 Bitstream through I/O 

equipment

Series of 1s and 0s as accessed from the storage media 

using input/output hardware and software (e.g. controllers, 

drivers, ports, connectors)

1 Raw signal stream through 

I/O equipment

Stream of magnetic flux transitions or other analog 

electronic output read from the drive without yet interpreting 

the signal stream as a set of discrete values (i.e. not 

treated as a digital bitstream that can be directly read by 

the host computer)

0 Bitstream on physical 

medium

Physical properties of the storage medium that  are 

interpreted as bitstreams at Level 1

Digital Resources - Levels of Representation
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Level

Aggregation of objects

Object or package

In-application rendering

File through filesystem

File as ñrawò bitstream

Sub-file data structure

Bitstream through I/O 

equipment

Raw signal stream through I/O 

equipment

Bitstream on physical medium

Interaction Examples
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Level Examples

Aggregation of objects Browsing the contents of an archival collection using a finding 

aid

Object or package Viewing a web page that contains several files, including 

HTML, a style sheet and several images

In-application rendering Using Microsoft Excel to view an .xls file, watching an online 

video by using a Flash viewer

File through filesystem Viewing contents of a folder using Windows Explorer, typing 

ñlsò at the Unix command prompt to show the contents of a 

directory

File as ñrawò bitstreamOpening an individual file in a hex editor

Sub-file data structure Extracting a tagged data element in an XML  document or 

value of a field in a relational database

Bitstream through I/O 

equipment

Connecting a hard drive to a host computer and then 

generating a sector-by-sector image of the disk using Unix dd

command

Raw signal stream through 

I/O equipment

Connecting a floppy drive to a host computer and then 

generating a magnetic flux transition image of the disk

Bitstream on physical medium Using a high-power microscope and camera to take a picture 

of the patterns of magnetic charges on the surface of a hard 

drive or pits and lands on an optical disk

Interaction Examples

http://www.pagetable.com/?p=32

http://www.weihenstephan.org/~michaste/temp/pagetable/apple1basic.mp3
http://www.pagetable.com/?p=32
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Veeco Instruments. http://www.veeco.com/library/nanotheater_detail.php?type=application&id=78&app_id=34
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Â Funded by Andrew W. Mellon Foundation

ÃPhase 1: October 1, 2011 ïSeptember 30, 2013

ÃPhase 2 ïOctober 1, 2013 ïSeptember 30,

2014

Â Partners: School of Information and Library  

Science (SILS) at UNC and Maryland Institute for  

Technology in the Humanities (MITH)



BitCurator Goals

ÂDevelop a system for collecting professionals  

that incorporates the functionality of open-

source digital forensics tools

ÂAddress two fundamental needs not usually

addressed by the digital forensics industry:

ÃIncorporation into the workflow of archives/library  

ingest and collection management environments

ÃProvision of public access to the data



BitCurator Environment*

Â Bundles, integrates and extends functionality of open

source software

Â Can be run as:

ÃSelf-contained environment running directly on a 

computer (download installation  ISO)

ÃUsing ñbootstrappingò installation scripts to turn any

Ubuntu Linux machine into a BitCurator Environment

ÃSelf-contained Linux environment in a virtual machine  

using e.g. Virtual Box or VMWare

ÃAs individual components run directly in your own Linux  

environment or (whenever possible) Windows  

environment

*To read about and download the environment, see:

https://github.com/BitCurator/bitcurator-distro

https://github.com/BitCurator/bitcurator-distro


BitCurator Consortium

ÂContinuing home for hosting, stewardship and  

support of BitCurator tools and associated user  

engagement

Â Administrative home: Educopia Institute

Â Funding based on membership dues

Â Software and documentation are free and open 

source, but membership provides benefits (e.g. 

support, training, consulting)

https://bitcuratorconsortium.org/




