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Many information professionals know
how to process this stuff:

Source: The Processing Table: Reflections on a manuscripts internship at the Lilly Library.
https://processingtable.wordpress.com/tag/archival-processing/
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How about processing this stuff?

Source: Digital Forensics and creation of a narrative. Da
Blog: ULCC Digital Archives Blog.
http://dablog.ulcc.ac.uk/2011/07/04/forensics/
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Same Goals as When Acquiring
Analog Materials

A Ensure integrity of materials

A Allow users to make sense of materials
and understand their context

A Prevent inadvertent disclosure of sensitive
data



"
Same Fundamental Archival Principles Apply

Provenance ARefl ect fAlife historyo
A Records from a common origin or source should
be managed together as an aggregate unit

Original Order  Organize and manage records in ways that reflect
their arrangement within the creation/use
environment

Chain of AfRSuccession of offices
Custody materials from the molme
A Ideal recordkeeping systemwo ul d pr ov i
unbl emi shed | ine of res

1. Pearce-Moses, Richard. A Glossary of Archival and Records Terminology. Chicago, IL: Society of American
Archivists, 2005.

2. Hilary Jenkinson, A Manual of Archive Administration: Including the Problems of War Archives and Archive
Making (Oxford: Clarendon Press, 1922), 11. S
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But you might need some of this stuff:
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Motivation

A Archivists are often responsible for
acquiring or helping others access
materials on removable storage media

A Information Is often not packaged nor
described as one would hope

A Information professionals must extract
whatever useful information resides on the
medium, while avoiding the accidental
alteration of data or metadata



" J
Digital Forensics Can Help Archivists to Fulfill their
Principles

Provenance A Identify, extract and save essential information
about context of creation

Original Order A Reflect original folder structures, files associations,
related applications and user accounts

Chain of A Documentation of how records were acquired and
Custody any transformations to them
A Use well-established hardware and software
mechani sms to ensure t he
changed inadvertently

ldentifying A Identify personally identifying information,
Sensitive regardless of where it appears
Information A Flag for removal, redaction, closure or restriction
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/[Iwww.bitcurator.net/docs/bitstreams-to-heritage.pdf
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http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf

Digital Resources - Levels of Representation

Level Label Explanation
8 Aggregation of objects Set of objects that form an aggregation that is meaningful
encountered as an entity
7 Object or package Object composed of multiple files, each of which could also
be encountered as individual files
6 In-application rendering As rendered and encountered within a specific application
5 File through filesystem Files encountered as discrete set of items with associate
paths and file names
4 Fi |l e as 0r awaqBitstream encountered as a continuous series of binary
values
3 Sub-file data structure Di screte Achunko of data th
2 Bitstream through 1/0 Series of 1s and Os as accessed from the storage media
equipment using input/output hardware and software (e.g. controllers,
drivers, ports, connectors)
1 Raw signal stream through |Stream of magnetic flux transitions or other analog
I/O equipment electronic output read from the drive without yet interpreting
the signal stream as a set of discrete values (i.e. not
treated as a digital bitstream that can be directly read by
the host computer)
0 Bitstream on physical Physical properties of the storage medium that are
medium interpreted as bitstreams at Level 1

V)
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Interaction Examples

Level
Aggregation of objects )
CO N teXtM nc r'Alpha 3.0
ObjeCt or paCkage [Home][Publications][Reports][Add][View][Search][Profile][Visualize][Monitor][Tools][Developer]
This page lists all the seed queries that are used for monitoring videos related to elections on YouTube,
- - - Clicking on a query will show all the results collected over several crawls. Total number of these results
|n-appl|Cat|On rendenng are also listed here for each query. The last column in the following table shows how many total results
YouTube had for a given query during our latest crawl. Clicking on 'Setup' associated with a query will
bring up an interface where the curator can specify what constitutes as a "significant” change for a video of
that query.
File through filesystem -
# Query Setup Total results so farMax results on last crawl
1election 2008 Setup 574 6150
2|US election 2008 Setup 349 795
3|United States election 2008|Setup 216 257
: ~ Y 4 presidential election 2008 (Setup 206 1820
File as nrawgo 5lcampaign 2008 Setup 273 2530
Sub-file data structure | 6|decision 2008 Setup 168 142
7/)oe Biden Setup 209 1080
8|Hillary Rodham Clinton Setup 193 353
. 9|Christopher Dodd Setup 267 815
Bitstream through /O 1001 Setup 202 7540
; 11|Mike Gravel Setup 301 1210
eqUIpment 12 Dennis Kucinich 229 1600
13[Barack Obama 861 2140
- 14/Bill Richardson Setup 287 1100
Raw signal stream through | 15{Wesley Clark Setup 191 375
. 16|Al Gore Setup 613 4910
equipment 17[Tom Vilsack Setup 89 68
: . : 18|Sam Brownback Setu 254 404
11




Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

File through filesystem

Fil e as nr a

Sub-file data structure

Bitstream through 1/0O
equipment

Raw signal stream throt
equipment

Bitstream on physical m

(ontextMiner

Alpha 2.0

(Home] [Publications](Reports] (Add][Yiew] [Search] (Profile](yisualizel Monitorl [Tools] [Developer]

This page presents contextual information for a video captured over 3 number of days. Contextual information is defined as the information about a video that may
change with time. Usually this information is contributed by the visitors of the video page. See the metadata infarmation for this video, Description of various

attributes displayed is given here.

Query: Judy Giulian

1 Got & Crush On.

... Giuliani

sounddogs.com
Cormedy

Collaboration with the wvery talented JackDanyells, who came up with the concept for this video, Check out his channel at:
http: //www . youtube, com/jackdanyells -Lyrics by JackDanyells -Vocal melody composed and sung by me -Royalty free background music from

Crawling since 2007-07-19

Color coding for 9% changes
|<|o.05/0.1]0.2[0.2[0.4|0.5|0.6|0.7]0.8]0.2]1.0/5.0> |

Crawl # [Crawl date Rank |Views Ratings Awg Rating |Comments Links|[Favorited [Honors Change
1|z007-07-31 527357 a1 3,74 288 5 44 o --
2[z007-08-01  &[27452 303 3.73 290 5 44 o --
3[z007-08-02] 527720 307 3.72 291 5 45 o --
<[2007-08-03] 528048 309 3.71 291 5 45 o --
5[2007-08-04] 228398 310 3.71 291 5 45 o --
62007-08-05] 223443 314 3.69 294 s 45 o --
72007-08-08] 328980 a1+ 3.69 296 5 45 o --
g|2007-08-07| 3/ 29285 318 3.65 208 & 45 o --
g|z007-08-08] 329551 319 3.65 299 5 46 o --

10[2007-08-00| 330094 320 3,64 300 5 47 o --
11[z007-08-10] 330384 323 3.61 302 5 47 o --
12[2007-08-10] 530419 324 3.62 303 5 48 o --
13[2007-08-11 330540 324 3.62 305 5 49 o --
14[2007-08-12| 330897 326 3.61 aoe| s 49 o --
15[2007-08-13| 330848 26 3.61 aoe| s 49 o --
16/2007-08-14/ 321038 326 3.61 ao6| & 49 o --
17[2007-08-15| 231181 26 3.61 306 5 49 o --
18[2007-08-18| 231321 326 3.61 307 5 51 o --
19[z007-08-17 231459 327 3.61 307 5 51 o --
02007-08-18] 231662 331 3.59 308 5 51 o --
21|2007-08-13] 231792 332 3.58 308 5 51 o --
22/[2007-08-20 E 31937 335 3.57 310 E 51 o -- 12
232007-08-21] 232138 335 3.57 a1l 5 52 o --
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Interaction Examples

Level
Aggregation of objects

You(TL)

In-application rendering kil

File through filesystem

File as Ar awo
Sub-file data structure

Bitstream through 1/0O
equipment

Rate: v % % % v 12,058 ratings

ObJeCt Or paCkage Broadcast Yourself™ Home

0:16/1:14 | of | R

Views: 5268816

Sign Up | QuickList (0) | Help | SignIn | Site: @

Channels Community

‘|\/id908 'I Sgarch | advanced Upload

[ From: ParkRidge47
a loined: 1 year ago
videos: 3 Subscribe

Added March 05,2007  (More info)

Make up your own mind. Decide for yourselfwho ...
Custamize

[< object width="425" height="344"><param name="movie" value="http:

» More From: ParkRidge47
¥ Related Videos —

S Barack Obama Hillary Clinton - Umbrella —
01:56 From: wolf084

Views: 11,179,757

|

The Shocking Video Hillary Does NOT
i Want You To See! (10f2)
[ &l 10:28 From: NufffRespect
+ s Views: 3,401 5587

Obama Girl Returns for lowa! (Why
. Obama Won)

+ - 0?:19 From: barelypaolitical
e 1 Views: 2,451,439

Raw signal stream through I/O
equipment
Bitstream on physical medium

13




o | O WINDOWS' system32h cmd.exe

MHicrosoft Windows HP [Uersion 5.1.266081
CC» Copyright 1985-2081 Microsoft Corp.

G:srdir Aa
Leve| Uolume in drive G is KINGSTON
Uolume Serial Humber is 17E9-242F

Aggregation of objects

Directory of G:%

B3-12.-.2089 H 4,896 ._.Trashes
. A3.-12.-2007 H <DIR> -Trashes
Object or package @3,12/2089 ©8: <DIR> “Spot light—U108
A3.-11.-2007 H 1.823.213 nc—bhuzmode lz—jpw2@@? _pptx
A3.-12.-2007 H 4. 0876 ._nc—husmodels—Jjpuw2B@? . pptx
- - - H3.731.-28089 : 6,442 496 EMS55 Meeting.ppt
In-application rendering 2,473,901 bytes

Divis> 128.145.9280 hytes free

File through filesystem

Mame
File as frawodo b .SﬂDtlight'l'-'IIDD

Sub-file data structure

Trashes

Bitstream through 1/O

equipment 5l L _ Trashes
._nic-busmodels-jpe2009, ppk:x

EMSS Meeting. ppt

nc-busrnodels-jpez009, ppkx

Raw signal stream through I/O
equipment
Bitstream on physical medium

i

"
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Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

File through filesystem

File as Ar awo

Sub-file data structure

Bitstream through 1/0O
equipment

Raw signal stream through I/O
equipment

Bitstream on physical medium

W=
File Edit ‘Window Help

|& H| B2 448

#] c:\._nc-busmodels-jpw2009.pptx Y [m] 1
gooooooa: E] 05 16 07 00 02 00 0O 4D &1 63 20 4F 53 20 58 E ....... Mac 03 X g]
ooooo010: 20 20 20 20 20 20 20 20 00 02 00 00 OO0 09 00 000w e e e wws
Qooo00z20: 00 32 00 0D OE BO OO OO OO0 02 00 00 OE E2 OO0 OO0 .20 s e e e e s nnnnnus
gooooo3o: 01 1E 50 50 54 55 50 50 54 33 00 00 OO0 OO OO OO0). .PPTERPTS......
gooooo40: 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 6 e e s e e e e e nnennes
gooooos0: OO0 o0 00 00 41 54 54 52 3B 94 C92 FF OO0 00O OE EZ2 LATTR: o a v as
Qooo00ed: 00 00 00 78 00 00 OO0 00 OO0 00 00 00 00 00 00 00 . 6 eXe e e e s nnnnnns
Qooo0070: 00 00 00 0D OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 6 6 e e e e e s e e nnnns
gooooos0: 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 00 6 e s s e e e e e nnennes
gooooo20: 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 6 e e s e e e e e nnennes
QoO000AD: QOO OO0 OO0 0O OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 . e s i e e e e e nnennes
OO0000ECQ: OO0 00 00 0D OO0 OO0 OO0 00 00 00 00 00 00 00 OO0 00 6 6 e e e e e s e e nnnnas
Qooo00Co: 00 00 00 0D OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 6 6 e e e e e s e nnnnnas
goooooDo: 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 OO0 OO0 6 e e e e e s s s nnsnnns
QoO000EQ: OO0 OO0 00 00 OO0 OO0 OO0 00 00 OO0 00 OO0 00 00 00 00 . e s s e e e e e nnennes
Qo0O000F0: OO0 00 OO0 00 OO0 OO0 OO0 00 OO0 OO0 00 OO0 00 00 00 00 . e i e e e e e nnennes
Qooo0100: 00 00 00 0D OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 6 6 e e e e e e s e nnnnus
oooo0110: 00 00 00 0D OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 OO0 00 6 6 e e e e e e s nnnnnas
Qoooo1zZ0: 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 00 00 OO0 OO0 6w e e e e s s s nnsnnns
goooo130: 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 00 6 e s s e e e e e nnennns
goooo140: 00 00 OO0 0O OO0 OO0 OO0 00 OO0 OO0 00 OO0 00 00 00 00 . e e s e e e e e nnennes
Qoo0o00150: 00 00 00 0D OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 6 6 e e e e e s e nnnnnas
oooo01i60: OO0 OO0 0D 0D OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 6 6 e e e e e s e e nnnns
goooo1i70: 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 OO0 OO0 6 e e e e e s s s nnnsnnns
goooo1is0: 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 00 . e s s e e e e e nnennns
gooooi190: 00 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 00 00 00 00 . e s s e e e e e nnennns
Qoo00014a0: OO0 OO0 OO0 0D OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 6 6 e e e e e s e nnnnnas
ONONN1EA: 00 00 00 00 0o 00 0o 00 00 00 00 00 000000 oo b

Ciyiorcl: 1135533554

Ward: 1280 |EI§.-'te:IZI |F‘|:us'rtiu:-n: 00000000 |Size: 00001000

4
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Interaction Examples

Level

Aggregation of objects

Object or package

!E!Winzip - Management-curriculum.zip

File Actions Options

Help

=10 x|

In-application rendering - v}
CpEn Favarites Add Extract Encrypt Wi Checkout  Wizard
Flle through ﬁlesystem =|"'.|-E-I'I'I'IE - | Type | Modified | Size | F.atio | Packed | Path
i rels #ML Document: 171719580 12:00 AM 590 59% 243 _rels,
*_l'.'!i [Content_Types].xml XML Docurment 1)1)1950 12:00 AM 1,445 749 370
?‘-"‘i‘ app.xml #ML Document: 171719580 12:00 AM 1,041 S0% 519 docProps)
- *_l'.'!i core, xml ®ML Docurnent 1)1)1950 12:00 AM B33 458% 331  docProps),
Fil e as N T a W (| e #ML Document 1/1/1980 12:00 AM 34,242 90% 3,454 word),
==
. i docurnent.zmlrels ®ML Docurnent 1)1)1950 12:00 AM 950 F2%: 265 word_rels)
SUb flle data structure ?ﬂifnntTable.xml #ML Document: 171719580 12:00 AM 1,831 72% 510 word),
?‘-"‘91‘ numbering, xml #ML Document: 171719580 12:00 AM 6,306 &7% 845 word),
. *_l'.'!i settings.xml ®ML Docurnent 1)1)1950 12:00 AM 1,533 57 791 word),
Bitstream thrOUgh I/O ?‘-"‘i‘ styles,xml #ML Document: 171719580 12:00 AM 15,692 &87% 2,071 waord)
i *_l'.'!i themel ol ®ML Docurnent 1)1)1950 12:00 AM 6,992  TEY: 1,686  worditheme),
equipmen
?‘-"‘i‘ webSettings, xm #ML Document: 171719580 12:00 AM 260 28% 187  word),
_ 1 | »
Raw signal stream through [seiected 1 file, 348 Total 12 Files, 71KE ®0 4

equipment

Bitstream on physical medium

16
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Interaction Examples

Level
Aggregation of objec

Guymager =(1:30) £ = ) 11:19AM 2 Kam Woods {1}

Object or package

In_appllcatlon rende [@ ) arky T Lz Model Size Hiddan Bad Progress

nr. device Areas sectors

100726PBN303GTHXUWUS |/dev/sda ATA HITACHI HTS5545032B9A300 | () Idle 320.1GB unknown

;200711141?34[:(:[:(:0 jdev/sdb Generic- Multi-Card @ Acquisition running 8%
H | ee—

File through filesyste

File as 0 .
Sub'file data Structu { J Size §i0232.664.576 bytes (1.89GiB / 2.03GB)

Sector size

Image file /home/kam/Desktop/Datasets/SDCardimageMay2012.E77
Info file /homefkam/Desktop/Datasets/SDCardimageMay2012.info
Current speed 8.32 MB/s

Started 26. May 11:18:23 (00:00:37)

Hash calculation ~ MDS and SHA-256

Bitstream through ||
I/O equipment -

Raw signal stream tH¥GH8
I/O equipment
Bitstream on physical medium

17




B

-
_ -

eﬂ
-

Information

8.0 — " s 4 - M L —
S~

7.5 -

6.0 — w———

=
5.0
4.5 -
4.0

7.0 -
6.5 -

o [ [ T
C B R E TR Y
~ FJFJF.,:.::' #.4:.4—'4

63253, JZZZ
S_IJ—r :!Arvl:. J_r :VAFA_
LA ARV ETETEMEN
S EA AR ENETERENEN!
g B Y I .
] Y ) Y Y Y T |

© [ s T
O MTNOND

Track l Summary l Hist LSc’at‘té'r’ |

Batman

. Motor

Start

’ Stream

[AmigaDOS sector image

. Error

18

\ -
Y — e ]
- S c = p o
c S o - S c
= o= o © =
s |5 | |3 ° &
— 1<) o + | ]
< O k= L w|wm m

equipment

Raw signal stream through

I/O equipment

Bitstream on physical medium




~ Mctlon Exam

AlTED1 BASIC LOAD:EAPP.EFFFR
RUN:EBBER

Examples

ples

Raw signal stream through

I/O equipment

http://

wWWw.pagetable.com/?p=32



http://www.weihenstephan.org/~michaste/temp/pagetable/apple1basic.mp3
http://www.pagetable.com/?p=32
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Interaction Examples

Level
Aggregation of objects

Object or package

In-application rendering

File through filesystem

File as Arawo Db
Sub-file data structure

Bitstream through 1/0O
equipment

Raw signal stream through I/O
equipment

Bitstream on physical
medium
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Veeco Instruments. http://www.veeco.com/library/nanotheater_detail.php?type=application&id=78&app_id=34




BitCurater

A Funded by Andrew W. Mellon Foundation
Phase 1: October 1, 201117 September 30, 2013

Phase 21 October 1, 20131 September 30,
2014

A Partners: School of Information and Library
Science (SILS) at UNC and Maryland Institute for
Technology in the Humanities (MITH)




" A
BitCurator Goals

A Develop a system for collecting professionals
that incorporates the functionality of open-
source digital forensics tools

A Address two fundamental needs not usually
addressed by the digital forensics industry:

Incorporation into the workflow of archives/library
iIngest and collection management environments

Provision of public access to the data



BitCurator Environment*

A Bundles, integrates and extends functionality of open
source software

A Can be run as:

Self-contained environment running directly on a
computer (download installation 1SO)

Using fibootstr agqpistotumanynst a
Ubuntu Linux machine into a BitCurator Environment

Self-contained Linux environment in a virtual machine
using e.g. Virtual Box or VMWare

As individual components run directly in your own Linux
environment or (whenever possible) Windows
environment

*To read about and download the environment, see:
https://qithub.com/BitCurator/bitcurator-distro



https://github.com/BitCurator/bitcurator-distro

- _ _
BitCurator Consortium

A Continuing home for hosting, stewardship and
support of BitCurator tools and associated user
engagement

A Administrative home: Educopia Institute
A Funding based on membership dues

A Software and documentation are free and open
source, but membership provides benefits (e.qg.
support, training, consulting)

https.//bitcuratorconsortium.org/







